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Smart City | Smart Living
Driven by technology led delivery of services, cities are
changing very fast and citizens find technology in almost
every aspect of their day to day interactions with the municipal bodies, government agencies. Smart Cities are becoming a platform upon which citizens can aspire for living
a smart life.
Coverage of city-wide Carrier-grade WiFi, driverless cars,
trucks, and buses will soon be commonplace. Additionally,
the emergence of 5G infrastructure will add huge value to
the smart city proposition.
As a critical element for future communications, 5G will
connect wireless networks to billions of devices, such as
cars, home appliances, machinery, and wearable technology. And working in this ecosystem, innovative localities
will have a chance to use Smart City technologies like connected sensors and data to provide municipal services more
efficiently and effectively.
And hence, over the next few years, automation, artificial
intelligence, data analytics, and millions of everyday devices
connected to the internet will change the way people live in
cities such as Singapore, Beijing, New York, Moscow, London or Berlin.

While some jobs will become obsolete - new jobs will
emerge, such as technicians who maintain and repair driverless vehicles / drones and grocery store self-checkout
equipment etc.
Leaders in communities across the world have a choice:
resist or embrace this change. And hence, leaders could use
these changes strategically to attract new jobs, grow on
the SME front and improve services to their citizens.
Here is a list of most important cities that are truly becoming smart and embracing technologies such as 4G, LTE,
5G, WiFi and creating huge value for common people.
Not in order:
•
New York
•
Barcelona
•
London
•
Amsterdam
•
Singapore
•
Paris
•
Tokyo
•
San Francisco
•
Hong Kong
•
Moscow
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Trends in Smart Cities

Municipal Transformation:
Smart cities and the
Internet of Things

W

hether it is Singapore City or Moscow
– Los Angeles or
Milan - creation and
evolution of Smart
Cities is becoming extremely important for driving economic growth for
any nation. And urban areas that use
digital technologies in a secure fashion
to manage the municipality’s assets,
enhance sustainable economic development, reduce costs and resource
consumption, and support the well-

being of its citizens.
Smart cities have become a global
phenomenon, and municipal leaders
around the world are interested in
the potential opportunities as they
prepare their cities for the future.
Beyond marketing and technology, an effective smart city strategy
takes a city’s cultural, socioeconomic,
environmental, and geographical
realities into account and requires
collaboration between stakeholders—
from policy makers to citizens—with

assistance from trusted, experienced
information and communication technology (ICT) partners.
Innovation and the proper implementation of new technologies into
a smart city strategy requires careful
contemplation. ICT partners play a
pivotal role in the project’s development and implementation, and therefore its ultimate success.
By 2050, 70 percent of the global
population will live in urban areas.
Fortunately, the digital revolution
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holds great promise for responding
to many of the challenges created
by inexorable urbanization. IoT in
particular offers far-reaching opportunities to change the trajectory of
asset and resource management and
usage to help cities become more
efficient and sustainable as demands
increase.
A key goal of a smart city is to
enhance the use of public resources,
increasing the quality of services
offered to its citizens while reducing
operational costs. While this objective
cannot be achieved with technology
alone, leveraging the deployment of
IoT within a city can go a long way to
reaching this goal.
IoT and Big Data are expected to
shape the use of technology in urban
centers for decades to come. Today,
there are nearly 300 million Machineto-Machine (M2M) SIM cards in use
and an ever-increasing number of
connected devices using low-power,
low-throughput networks.
Machina Research believes that
the number of M2M connections will
grow from 5 billion in 2014 to 27 billion
in 2024, a compound annual growth
rate (CAGR) of 18 percent. Gartner
estimates a 35.2 percent CAGR of
non-consumer IoT devices from 2013
to 2020, reaching an installed base of
25 billion units in 2020.
IDC estimates that the installed
base of IoT is approximately 9.1 billion
devices in 2014, growing to 28.1 billion
devices by 2020 with a $7 trillion market value.3 Goldman Sachs forecasts
that about $2 trillion of that market
value relates directly to “industrials,”
which includes building automation,
manufacturing, and resources.
The evolutionary trajectory, from
limited-capability M2M services to
the super-capable IoT ecosystem,
has opened up new dimensions and
opportunities for traditional communications infrastructure providers
and industry-specific innovators.
Those exploiting the potentials of this
technology to introduce new services

and business models can achieve outstanding outcomes with existing services and, in many cases, transform
their operations to match the needs
of a hyper-connected world. This is
particularly true within a smart city.
IoT as a key technology enabler
IoT has the potential to facilitate
beneficial decision-making that no
stand-alone device could collect and
process on its own. Example: merging data from weather, traffic, and
environment sensors to predict and
manage air quality along major roads
and networks.
The treasure trove of data coming
online for the first time is of limited
value however unless the devices
generating the data can be managed
and the data itself can be verified as
trustworthy, analyzed, and monetized
into new revenue streams, cost savings, or improvements in user experience.
Without all of that, the true value
cannot be fully realized. The explosion of connected objects will not
only depend on the appropriation of
uses, but also on the management of
radio frequency congestion, network
capacity, and how public and private
networks are interconnected.
Across a smart city, different use
cases will likely require different types
of connectivity. For example, an IP
surveillance camera requires the high
bandwidth available from cellular, WiFi, or fixed-line connectivity, whereas
smart parking sensors require long
battery life and therefore a low-power
connectivity method such as LoRa
(or Narrowband LTE as it becomes
available).
IoT is already delivering benefits to
cities like Los Angeles5 and Oslo,6
which have experienced energy
savings of more than 60 percent by
moving to smart street lighting. Other
cities have seen similar significant
savings by deploying smart waste
management solutions, reducing CO2
emissions, and increasing citizen satisfaction through smart parking and

traffic management.
In many cases, however, these are
only isolated point solutions. To truly
exploit the benefits of IoT within
a smart city, a holistic approach is
required such that the infrastructure
deployed is flexible enough to support
multiple use cases rather than building
multiple silos.
As such, a thorough study of setting up IoT networks and solutions is
needed to respond adequately to specific smart city project requirements.
Policy makers must fully comprehend
and organize the interaction between
IoT systems and multiple connectivity
networks to accelerate the transformation of data these systems generate into value and services.
The future city represents an extensive melting pot of innovation potential. Several cities are already driving
knowledge exchange in schools, universities, and laboratories. Innovation
labs are expected to marry technology innovation to services and business
models to create more contextualized
residential and enterprise benefits.
Given the requirement for connectivity, many see IoT as an obvious fit
for communication service providers (CSPs), such as mobile network
operators, although connectivity is
a readily available commodity and
therefore of low value. In addition, a
growing number of IoT use cases are
introducing different connectivity requirements in terms of both economics and technical capabilities.
Matching the IoT use case to the
appropriate connectivity option is key.
With connected cars, for example,
mobility and access to high-bandwidth services is critical and therefore
ideally suited to a 3G/4G network. In
other cases, like smart parking/waste
management sensors or smoke detectors that only transmit data when
triggered, a low throughput network
is a better connectivity option as the
costs of a substantially underutilized
3G/4G wireless module are impractical.
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Choosing the right connectivity
option, however, is not as straightforward as checking range and throughput attributes. Many IoT use cases
are characterized by a low average
revenue per unit (ARPU). Examples
include soil quality sensors for agriculture and smart building monitoring
where a large number of sensors are
typically spread across a large area,
which predictably deliver a low ARPU.
Other use cases present technical challenges such as the need for
long battery life due to the difficulties
or cost of maintenance. With traffic
sensors embedded in the roadway, for
example, low-power consumption is a
must.
For such use cases, traditional
2G/3G/4G cellular network connectivity and SIM-based devices are not
feasible. Mobility offers scant benefit
for fixed devices, just as a high-bandwidth cellular network is wasted on
a smoke alarm with infrequent traffic
and a miniscule amount of data to
transmit.
A new type of connectivity option is required to increase efficiency
and return on investment (ROI) of
such use cases. Examples include
Low Throughput Networks (LTNs)
such as SIGFOX or LoRa as well as
emerging cellular standards, including
LTE-M and the new Narrow Band IoT
recently introduce by 3GPP, which is
in the process of standardization.
The IoT infrastructure deployed
by smart cities needs to be able to
handle devices and objects connected
via any connectivity method. An application enablement platform enables
smart cities to manage most of their
IoT services via a single platform,
therefore reducing total cost to service as well as enabling the “mash up”
of use cases and data to provide new
and innovative services.
Smart city IoT use cases
Use cases such as smart street
lighting where savings can be quickly
realized in terms of energy con-

sumption and reduced downtime
have become commonplace in many
municipalities, as have smart parking,
environmental monitoring, and traffic
management.
Many cities are now looking to
expand the use IoT to improve services like waste management, water
management and quality, and energy
consumption in public buildings. Additionally, the use of contextual analysis
to provide real-time information to
citizens and authorities are growing in
popularity.

Smart lighting
Save time for maintenance crews
and save fuel costs—from driving around town to find and replace
broken bulbs

Smart water
Make more informed decisions, protect city’s water supply and prevent
water waste using data from detecting water pressure, temperatures, and
leaks Smart tra¬ic Improve tra¬ic flow
using tra¬ic signals, the number of
vehicles and pedestrians; inform commuters about the next bus or train in
near-real time by using digital signage

Smart parking
The reasons for smart city investments vary by municipality but
often begin with the need to reduce
operational costs. For many urban
residents, improving mobility is of
special interest.
Specific goals often include:
• Reduce time and cost of transportation when traveling to and
from the workplace
• Avoid traffic jams and incidents
while en route
• Have ample parking readily available upon arrival
• Experience less stress and a
healthier way of life
Citizen complaints about commute
times or parking availability in central
business districts can drive investments in real-time traffic information
systems and smart parking meters.
The car parks sector in Europe and
North America is rapidly innovating
toward smart systems. In addition to
adopting advanced automation solutions and software for the booking
and payment of parking, emerging
trends include:
• Rapid development of wireless
technology (both cellular and
LPWA)
• Ability to analyze volumes of data
collected from parking and other
sensors (such as traffic)
• Short-range communications
(NFC) contactless and other
payment methods

Smart parking
Save energy by turning lights on
only when a car approaches; provide
real-time parking availability info,
reduced circulation times to lower environmental impacts (pollution, noise)
Smart industry
Enable easier tacking of transport
and logistics flows, not only for one
industry, but also for multi-industry
(e.g., retail, oil, shipping, etc.)
Smart farm
Improve water utilization and irrigation by leveraging weather forecast
and farm data, key trends and anomalies, and evapotranspiration index
Smart goods
Provide real-time city event info;
leverage GPS locations and combine
with the user profiles to find a suitable
parking spot while considering the
driver’s sport interest, event starting
time, tickets purchased/seat numbers, etc.

Smart building
Improve building electricity usage
with motion sensor lights which can
dim or shut o¬ when a room is empty;
alert when there is a leaking pipe using smart meters; monitor energy use
of an electric meter and alert when it
reaches a specific threshold
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Smart parking applications enable
new revenue streams for cities by
making it possible for parking to be
sold via connected car applications direct to the vehicle, opening up wholesale partner relationships between car
manufacturers and rental companies.
Another option is the ability to
provide sponsored parking services
to local businesses: reserve a parking
space when you book a restaurant.
Smart lighting
With the rising costs of energy,
combined with increased environmental and regulatory pressures toward
energy efficiency, many local governments are looking to improve their
street lighting operations and infrastructure. Street lighting, an important
community service that contributes
to citizens’ sense of safety and security, consumes as much as 40 percent
of an operator’s energy consumption.
Plus, they’re expensive to manage.
Smart waste management
Waste management is a major issue
in urban areas in terms of environmental management, cost, and citizen
satisfaction. In many cases where
waste collection happens on a fixed
route at predetermined times, some
bins are only partly filled while others
are overflowing and should have been
emptied earlier.
By installing sensors and connectivity in waste bins to monitor the
level of the rubbish inside, collection
routes can be improved so that the
bins are emptied when they need to
be, even if that means some bins are
emptied twice a day and others only
every few days. This delivers cost
savings, reduces CO2 emissions from
the collection trucks, and increases
citizen satisfaction as waste bins are
no longer overflowing.
Smart fleet management
The fleet management industry
is going through a significant transformation due to IoT empowered by

cellular communications technologies.
Fleet management addresses several
challenges specific to expense control
of fuel and maintenance, driver and
passenger safety, and delivering
good customer service. More reliable
connections and seamless coverage
across wide geographical areas and
remote locations provides new IoT
opportunities to improve fleet performance and customer satisfaction.
Fleet management solutions can be
employed by smart cities to manage
their fleet vehicles more efficiently as
well as analyze the causes of traffic
congestion through data captured by
those vehicles.
Fleet management encompasses
use cases that include:
• Route enhancement: Dynamically
communicate task assignments
based on vehicle location and
inventory levels to reduce the
number of vehicles and delivery
time windows
• Workforce management: Wirelessly track worker location in
real time, enabling drivers to
remotely clock in and out and
allowing companies to track the
time to complete tasks
• Driver behavior management:
Provides instant feedback to
drivers to reduce driver errors
and achieve better gas mileage.
Feedback includes the creation
of detailed plans to advise drivers
on how to avoid unsafe driving behaviors like speeding, fast
cornering, and hard breaking
• Geo-fencing: Tracks that a vehicle stays within a defined geographic area, otherwise sending
an alert if boundaries are crossed
• Telematics: Provides data such
as fuel consumption rates, tire
pressure, mileage, speed, and
braking style to enable fleet managers to fine-tune their operations
• Diagnostics: Helps identify
maintenance requirements and
updates drivers on a variety of

performance metrics to avoid
roadside breakdowns, reduce
costly repairs, enhance safety,
and improve vehicle efficiency
• Smart surveillance: Enables
real-time monitoring to promote
safety by utilizing wireless video
streams
• Operations management:
Increases vehicle and delivery
efficiency
Smart energy management
Smart energy management can
facilitate substantial energy savings
for consumers and enterprises alike.
From connected thermostats in the
home, such as NEST or Hive, to
sophisticated systems that manage
heating, ventilation, and air conditioning (HVAC) for office complexes and
shopping malls, IoT is already making a substantial impact on reducing
energy costs.
In public buildings, balancing HVAC
demands with outside weather
conditions together with occupancy/
throughput of people is a complex
issue. The right IoT sensors combined
with world-class analytics and data
management, however, renders this
challenge easily managed to
produce lower costs, align with ISO
50001 requirements, and deliver a
better overall experience for users of
the building.
Accelerating innovation
Innovation can occur anywhere and
take on many forms. At the city level,
innovation must permeate the entire
organization from local government
policies to its daily operation.
Simplification in itself can be a
source of innovation. Accelerating innovation means developing technologies that drive the ability to act.
A global digital environment with
enhanced interfacing of each individual brick (cloud, networks, servers,
sensors, data storage, software, and
applications) provides the necessary
fluidity for accelerating innovation.
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“Basic Foundational of a Smart City is
a Robust Fiber-Based Communications
Fabric” - Calix
As more and more global cities
such as Singapore, New York,
Barcelona or Hong Kong are
embracing Smart City applications like, traffic monitoring,
security, smart parking – fiber
based communications fabric is
playing a critical role, ensuring
seamless connectivity between
various layers of applications.
Carl Meyerhoefer, Solutions
Marketing Senior Director, Calix
interacts with Zia Askari from
TelecomDrive.com about the
company’s strategy towards
enabling smart cities and its
future ahead.

According to you – what is the
ideal definition of a smart city?
In general, a Smart City is a city
that uses information technology and
communication technologies (ICT)
& the Internet of Things (IoT) to
enhance the quality and performance
of city services. The overall goal of a
smart city is to enhance the quality
of living for its citizens through the
deployment of smart technology and
applications.
What makes a city truly smart and
future-ready?
The foundational component of
a smart city is a robust fiber-based
communications infrastructure that all
smart applications communicate over.
The network needs to be a flexible

platform like fiber that will support
ever evolving bandwidth intensive
applications of both today and of the
future.
Smart city applications like, traffic
monitoring, security, smart parking,
conservation applications, continuing education, remote health service,
smart lighting, waste management
etc. would all communicate over this
single high bandwidth, low latency
network to bring to life these applications that benefit the lifestyle of city
residents.

How do you look at the burgeoning opportunities around the rapid
development of smart cities –
globally as well as in India?
This is a very exciting time for
municipalities. There has never been
so much opportunity for cities to
deploy technology that truly enhance
the quality of living for residents. The
explosion of IoT, the evolution of Software Defined Networks and the connectivity of mobile devices creates a
unique and expanding opportunity for
cities as well as technology solution
9
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providers like Calix. As cities around
the world, such as Hulhumalé in the
Maldives, deploy smart city technology, we are going to see huge benefits
for citizens but also great economic
development benefits for the municipalities themselves. We are excited
to participate in the global smart city
transformation.
What is your focus and business
strategy towards providing products and solutions in this space of
smart city enablement?
Calix has been helping municipalities around the world deploy fiber
based broadband networks for over a
decade. Our focus has been providing
the connectivity needed for city facilities as well as supporting residential
bandwidth needs. We see Smart Cities as an evolution that will leverage
and enhance the value of the core
fiber infrastructure we help municipalities deploy. We work with cities
and with service providers to assure
that the needs of the city are being
met and that the investment they are
making will be one that will support
smart city needs well into the future.
We have resources at Calix that can
help a municipality through all the
challenging milestones of design,
deployment and operations of a network. An example of this capability
can be seen in the recent Hulhumalé
Smart City announcement.
What kind of communications
and ICT technologies are playing
a critical role towards enabling
smart city development?
Technology like Carrier Class
GPON/XGS-PON/NG-PON2 Layer
2 services provides the fundamental

building block for subscribers to stay
connected and gain access to smart
services. In addition, technology areas
including cyber security, low power
IoT devices, autonomous vehicles,
context-aware services, ecommerce,
smart grid technologies, cloud infrastructure, augmented reality, machine
learning and AI, edge computing technologies, big data will play a big role in
smart city development.
How do you look at the future
of this space – especially in the
backdrop of 5G deployment?
In just a few years we won’t use
the term “smart cities” any longer. All
cities will be smart, just as all homes
will be smart. We see pronounced
similarities between smart cities and
smart homes and are a big believer
in both initiatives. Both cities and
homes are benefiting from technical
advances in wireless technologies:
LTE, 5G, Wi-Fi, Bluetooth, Zigbee,
Z-Wave. All these technologies will
play together to provide ubiquitous
wireless connectivity at a wide scale,
and also down at the personal device
level. It will be the age of smart
infrastructure. In the city, we have
smart meters; in the home, smart
thermostats. Everywhere there will
be smart lighting, smart cameras,
smart security. In parallel, smart cities and smart homes will provide a
seamless connected experience for
consumers. Very quickly we won’t
need to be concerned with where we
are – home, work, or out and about
– our personal online experience will
travel with us across the integrated
smart city and home. Of course,
we can’t forget that all this wireless
opportunity starts with a core fiber

infrastructure. The subscriber’s sense
of unlimited bandwidth and boundless new applications starts with high
speed Fiber-to-the-Antenna and the
intelligent networks that connect
everyone and everything.
What are some of the big innovations that your organization
is spearheading in this space of
smart city enablement?
At Calix we are continuously evaluating the future needs of our customers and then investing in technology
solutions that help our customers
overcome challenges now and in
the future. Calix has been a leader
when it comes to developing Next
Generation Passive Optical Networks
(NG-PON2) solutions that dramatically increase the bandwidth of fiber
networks while reducing operating costs up to 80% by converging
multiple networks into one. Calix is
also leading when it comes to Software Defined Access (SDA) which
takes data center Software Defined
Networking (SDN) principles and
applies them to the access network.
Software Defined Access is a key step
in transforming and creating a more
intelligent access network while reducing total cost of ownership, accelerating time to revenue and improving
overall quality of experience. These
innovations will allow municipalities to
leverage the power of SDA to make
Smart Cities even smarter and more
efficient.
According to you – what are the
top 10 smart cities globally today?
Not in order:
•
New York
•
Barcelona
•
London
•
Amsterdam
•
Singapore
•
Paris
•
Tokyo
•
San Francisco
•
Hong Kong
•
Moscow
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Moscow - Smart City and
a Fintech Powerhouse

M

oscow is moving on a
fast lane to become
one of the most preferred smart city destinations in the world.
Primarily driven the government of
Russia’s will to enable and nurture
innovation and harness the power of
technology for public good – Moscow has emerged to be a haven for
cutting-edge technology.
Today, the city is home to a number of technology hubs such as the
Skolkovo Smart City and enabling life
in Moscow to become strikingly urban
and modern.
Visitors to the city can easily experience Moscow embracing smart
technologies; people moving on the
fast lane of technology, are always on
hooked to their devices, consuming
data and there’s free Wi-Fi access
in public spaces and even in public
vehicles. Adding huge convenience,
charging stations are available at train
stations and bus stops as well.
While the city of Moscow is not
widely known for its high-tech prowess, the city, through its innovationminded leadership, is investing heavily
towards creation of smart city infrastructure and technology enablement.
Moscow Mayor Sergey Sobyanin
has been instrumental in the city’s
transformation. Sobyanin took over
as mayor in late 2010. By 2011, he
centralized the city’s IT under one
department. He prioritized cost-effective procurement and pushed for the
interoperability of systems.
Quite important for his IT agenda
was to leverage big data in order to
accurately understand the various
situations within the city and use
insights to drive decision making.

And as a result – Moscow city has
implemented e-government services,
automation, and Internet-of-Things
(IoT) platforms to serve as a solid
base for its continuing smart city
initiatives. The city has invested $600
million a year to make put these in
place. It also helps that the Russian
capital is home to many of the country’s top businesses and generates
significant revenue from taxes and
tourism side.
Citizen Engagement
Central to transforming Moscow
into a smart city are its citizen engagement platforms. The Moscow
online portal – www.Mos.ru features
three key services that residents can
use to engage and communicate with
their government.
The first is ‘Our City’, an online complaints system that’s accessible either
through the web or the mobile app.
Citizens can send complaints if they
notice anything awry in their community. For instance, if garbage collec-

tors have been amiss picking up trash
regularly, citizens can report the issue
using this portal.
The second is ‘Active Citizen’.
Through the web and mobile app,
citizens are empowered to vote on
city development matters such as
proposed public transport routes, new
speed limits, and even developments
such as new parks. The platform has
successfully involved nearly two million users.
The third is ‘Crowd’, a crowdsourcing platform on which citizens can
propose ideas. Citizens could send in
suggestions for the further improvement of Moscow’s city portal or even
community projects. Over 130,000
citizens are on the platform. More
than 84,000 ideas have been put
forward, 2,700 of which have already
been shortlisted for further study.
Fourteen projects have been successfully implemented from the platform.
Several major developments have
resulted from these platforms. Around
2.1 million citizens participated in the
11
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e-voting to push for My Street, a
major urban redevelopment project
with a slated budget of $1.6 billion.
My Street covers 87 sites including
renovation of streets, squares, and
embankments to make them more
people friendly and more energy efficient.
In addition, parents are now involved in identifying new courses on
the Moscow Online School platform
including contemporary and relevant
topics on cybersecurity, blogging, and
even chess.
Smart Infrastructure
Moscow has invested heavily on its
infrastructure. The city has excellent
broadband and 4G coverage. Citizens
are also able to access the city Wi-Fi
system. As early as 2011, the city
implemented wide scale automation
of basic social service facilities such
as clinics and schools. The use of
e-documents and automated budgeting helped streamline these offices’
operations.
IoT also plays a huge role in improving transportation within the city. All
government and public utility vehicles
are connected to a centralized system
that could monitor their operations.
Government vehicles are equipped
with positioning, speed, and fuel sensors. Having such information enables
the city to optimize routes and usage
especially during the cold Russian
winters.
Future Perfection
Moscow is determined to continue
investing in smart city technologies.
Future developments include deployment of more sophisticated sensors
in vehicles and development and
deployment of autonomous vehicles.
Companies such as Yandex is working
towards enabling this in association
with the government of Moscow.
Technologies such as virtual and
augmented reality, artificial intelligence
in the form of chatbots, and even
blockchain are being explored for such

use. Partnerships between private
tech companies and the government
are driving these applications.
Tech-Moscow: How Technology
Parks are Enabling Modern Living
Moscow has 40 industrial complexes and 33 technology parks. Their
residents develop and use modern
technologies in a wide range of areas,
from futuristic transport vehicles to
footwear production. For example,
the Kalibr technology park operates
a testing ground for driverless cars
and buses. It imitates a 400-metre
section of motor road with bus stops,
pedestrian crossings, road signs, road
surface markings, and a roundabout.
The Strogino technology park has
developed an innovative device for
healing wounds that makes wound
care three to four times more effective. A resident at the Nagatino
technology park have developed an
anti-vandal and waterproof coating
for bridges, transport vehicles and
residential houses, which protects
them against adverse weather, ad
pasting or graffiti.
In addition, the city support measures include tax relief on profit tax,
land tax and property tax, as well as
cuts in land rent rates.
This results in a total tax reduction for technology parks of up to 25
percent.
Development of Autonomous
Transport Technology
The city will introduce autonomous
technology on all modes of public
transport and will train specialists
for testing and operating the new
technology.
During 10–15 years the agreement
on cooperation in developing and
introducing autonomous transport
technology in Moscow provides for
work on all modes of transport or
urban passenger transport. Transport services and intelligent vehicle
systems based on telematics will be
developed.
A separate item in the agreement is

on training personnel for the development, testing and operation of
autonomous transport technology.
A system will be established for the
independent qualification of employees that would like to work in these
new technical areas.
The document also provides for
cooperation in ensuring cyber security when operating autonomous
transport and promoting autonomous
technology with specific parametres
in the urban transport system.
Russian technology will be predominantly used in developing highly
automated and autonomous transport vehicles. The Moscow Intelligent
Traffic Management System (CTMS)
and the Smart City Transport System
(SCTS) will ensure the safety of the
testing.
In effect, the SCTS will become a
technological foundation for autonomous transport in Moscow. Traffic signals, cameras, detectors and
satellite-based tracking and other
infrastructure elements have the
potential of following the Internet of
Things technology and linking with
smart car technology. This will allow
autonomous vehicles to navigate the
city without drivers. This will ensure
the safety of autonomous transport in
a metropolitan area.
City’s Intelligent Transport System
Currently, the SCTS controls the
operation of over 10,000 city traffic
vehicles online, monitors the movement of more than 118,000 taxis and
over 7,500 car-share vehicles and
other cars equipped with GLONASS.
The information received — over
350 million of data batches per day
— is sent to the Situation Room in
the Traffic Management Centre that
is already competent in telemetrics
technology.
The SCTS includes a system for
monitoring 40,000 traffic lights, which
saves time; more than 2,700 video
monitoring cameras that help cut the
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time for recording and reacting to
accidents, as well as 3,500 detectors
to monitor traffic conditions and 175
information screens.
The system for recording traffic
violations includes 1,200 fixed site and
250 mobile speed cameras, 34 mobile
stations with photo and video recording, as well as 110 mobile systems on
Mosgortrans buses. The installation
of these cameras has reduced the
number of traffic accidents in the
sites and venues of their installation
by 10-25 percent.
Main City on Transport Innovations
The above agreement emphasizes
that Moscow is one of the world’s
leading metropolitan areas on introducing transport innovations.
Last year the Moscow Metro
received new Russian-made trains
called Moskva trains. They are
equipped with a system for self-diagnostics that provides for the collection, storage and dispatch of information to the train operator’s monitor.
It also records the parametres of all
onboard systems, electricity supply
conditions, train movement and control function parametres. Above-door
monitors inform passengers the next
station. The travel itinerary screen
reflects the current location of a train
on its route. The new carriages have a
system for detecting and extinguishing fires.
With these and other projects,
Moscow is setting the example for
the development of many cities not
only in Russia, but also in the rest of
the world. The city’s experience in
planning bus routes is used in Vienna
and Berlin and its programmes on
regulating taxi traffic are used in Dubai
and Riyadh.
Innovative Opportunities for
SMEs
The city has created a system of
free programmes to help the business
community learn about changes in na-

tional legislation
and assistance
they can receive
from the city.
These programmes were
based on polls
in which entrepreneurs choose
the most interesting subjects
they need most,
such as marketing, company
management,
personal performance and amendments to business legislation, as well
as foreign economic activity.
Smart Moves – How Skolkovo is
Nurturing Innovation
The Skolkovo innovation centre was
founded in 2010 under then-President
Dmitry Medvedev with the aim of
transforming the Russian economy
from its hydrocarbon resources-dependent state into a modern, technology and innovations-based model.
To achieve that goal, the Skolkovo
Foundation strives to provide talented
scientists and budding tech entrepreneurs in Russia with all the support
and conditions they need to realize
their potential here in Russia, in an
attempt to end the brain drain the
country has seen since the collapse of
the Soviet Union.
Skolkovo now has just over 1,900
resident startups working in a range
of subdivisions of IT, biomedicine, energy, nuclear and space technologies.
They can apply for R&D grants of up
to $4 million, are exempt from profit
tax and VAT, and also get tax breaks
on importing scientific equipment
from abroad. They receive intensive
mentoring and consulting services
from the Skolkovo Foundation.
Those resident startups have so
far made a total of 250 billion rubles
($3.9 billion) in revenue, attracted 29
billion rubles in investment, and created 27,200 jobs.

The smart city Skolkovo is being built on a greenfield side on the
outskirts of Moscow covering a total
area of 2,6 million square metres. By
2020 over 2 million square meters of
residential, office and lab space will be
built in Skolkovo with 35,000 people
working daily in the Innovation Center
and 20,000 living there. 65 % of the
whole territory is at development
stage now.
The total amount of the people
coming daily to Skolkovo today is
about 10,000. Skolkovo has been an
international project since its conception, and remains a steadfastly open,
collaborative system, regardless of international political developments. To
obtain residency status, the startup
projects must be in potential demand
on international markets, not only in
Russia. More than 250 Skolkovo
Skolkovo cooperates closely and
successfully with a range of Russian and international tech giants
- partner-companies. In 2016, Boeing opened a state-of-the-art pilot
training and research centre inside the
Skolkovo innovation city, and Cisco
is due to move its Moscow office to
Skolkovo at the beginning of next
year. The foundation’s industrial partners also include such companies as
Siemens, SAP, Microsoft, IBM, Intel,
Johnson and Johnson, General Electric, Dow Chemical, EMC, Schneider
Electric, Honeywell, Enel, Ericsson,
Acronis, etc. – more than 90 partnercompanies altogether.
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A Mission Called Smarter
London
• Develop new approaches to digital
inclusion to support Londoners’
access to public services
• Launch the Civic Innovation Challenge to spur innovation from the
tech sector
• Explore new civic platforms to
engage citizens and communities
better
• Promote more diversity in tech to
address inequality

‘S

marter London
Together’ sets out
Mayor Sadiq Khan’s
ambition to make London the smartest city
in the world. It addresses the Mayor’s
commitment to better digital services,
open data, connectivity, digital inclusion, cyber-security, innovation, and
City Hall’s plan for the growth of our
city to more than 11 million residents
by 2050.
The idea is to make London a better
place to live, work, and visit for everyone. London is a city of nine million
inhabitants, 33 local authorities, over
40 National Health Service Trusts and
many more public agencies. It is also
home to globally renowned universities, cultural institutions and finance
and technology sectors.
A smart city is a collaborative,
connected and responsive city. It
integrates digital technologies and

uses city-wide data to respond to our
citizens’ needs.
It focuses on getting the ‘foundations for the future’ right through five
missions. These incorporate the work
we need around user-centred design,
data-sharing, infrastructure, skills and
collaboration. It is a new approach
that calls on digital leaders in London
boroughs, the GLA Group, government and the NHS to put innovations
in data and digital technology to the
test for the benefit of all Londoners.
Here are some of the critical missions that the government of UK is
working on when it comes to driving
towards making London – the smartest city in the world.
Mission 1: More user-designed
services
• Leadership in design and common
standards to put users at the heart
of what we do

Mission 2: Strike a new deal for city
data
• Launch the London Office for Data
Analytics (LODA) programme to
increase data sharing and collaboration for the benefit of Londoners
• Develop a city-wide cyber security
strategy to coordinate responses
to cyber-threats to businesses,
public services and citizens
• Strengthen data rights and accountability to build trust in how
public data is used
• Support an open ecosystem to
increase transparency and innovation
Mission 3: World-class connectivity
and smarter streets
• Launch a new Connected London
programme to coordinate connectivity and 5G projects
• Consider planning powers, like
requiring full fibre to the home for
all new developments, to enhance
connectivity in the future
• Enhance public wifi in streets and
public buildings to assist those who
live, work and visit London
• Support a new generation of smart
infrastructure through major combined procurements
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• Promote common standards with
smart tech to maximise benefits
Mission 4: Enhance digital leadership and skills
• Enhance digital and data leadership
to make public services more open
to innovation
• Develop workforce digital capability through the Mayor’s Skills for
Londoners Strategy
• Support computing skills and the
digital talent pipeline from early
years onwards
• Recognise the role of cultural
institutions engaging citizens in the
digital world
Mission 5: Improve city-wide collaboration
• Establish a London Office of
Technology & Innovation (LOTI) to
support common capabilities and
standards for future innovation
• Promote MedTech innovation in
the NHS and social care to improve treatment
• Explore new partnerships with the
tech sector and business models
• Support better GLA Group digital
delivery to improve effectiveness
• Collaborate with other cities in the
UK and globally to adopt and share
what works
The Smarter London Together
roadmap is a non-statutory document
adopted by the Mayor of London. The
roadmap builds on the last Smart London Plan in 2013 (updated in 2016)
and is a new approach based on
collaborative missions. It calls for the
city’s 33 local authorities and public
services to work and collaborate better with data and digital technologies,
and helps to realise the seven statutory Mayoral strategies in:
• transport,
• the environment,
• health inequalities (draft),
• housing,
• culture (draft),
• economic development (draft),
and

• the London Plan (draft).
Smart London - big strengths
London is the tech capital of Europe
– by size, level of investment and
the presence of more than a third
of Europe’s billion-dollar ‘unicorn’
companies. The capital is home to
46,000 tech companies, supporting
240,000 jobs in an ecosystem worth
an estimated $44bn. This has grown
at pace – between 2006 and 2016
London’s digital sector recorded 77
per cent employment growth and
a 90 per cent rise in the number of
digital enterprises.
And business is booming too – with
tech turnover reaching £56bn in 2016,
measuring a 106 per cent increase
over five years.
London is a hub for CleanTech,
GovTech, Digital Health, EdTech, innovations in mobility, as well as the
global hub for FinTech, LegalTech
and professional services needed to
support innovation. The city is also
the European capital of AI, with over
750 suppliers in the city – double the
number of Paris and Berlin combined
– primed to innovate with the city’s
data. It leads the world in research
and development (R&D), having produced companies such as Deepmind
– a world leader in AI, and Improbable – a world leader in virtual reality
technology which raised the largest
venture capital investment in UK tech
history with a £502m investment led
by Softbank.
London is also home to many cultural, academic and civil society institutions that are thought-leaders in this
field. Examples include the Open Data
Institute, Nesta, the Catapults and
London’s internationally recognised
universities and innovation centres.
City data
The London Datastore is an internationally recognised open data
resource with over 700 datasets that
help to address urban challenges and
improve public services. City Hall uses

data itself to inform policy, services
and campaigns. We use housing data
to identify sites for small developers, model new school locations and
identify brownfield sites. We use demography data to predict population
growth in opportunity areas and to
model demand for school places. We
use air quality data to inform public
health campaigns and notify children
and people at most risk. Providing
open data is only the beginning of the
journey.
The next step is combining that
data in meaningful ways to better
understand the way the The London
Datastore stores information to help
make decisions in many areas, including up-to-date brownfield sites for
housing and planning city works. This
will help focus public services and
interventions on the people that need
them most, such as those most affected by air pollution, fuel poverty or
overheating. Many public services and
regulated utilities are developing their
own track record in the use of data
analytics to aid service design and
infrastructure - either by themselves
or in partnership with the technology
sector.
Data, tech and the environment
London is a leader in new ‘CleanTech’ products, such as sensors that
create data in new ways to combat
the causes and effects of pollution
and climate change. For example,
London already has access to the
largest network of air quality monitors
of any city, with world-class modelling and emissions forecasting. The
GLA now co-leads the C40 Air Quality
Network, which is investing $1m in
a challenge to create lower-cost air
quality sensing technology to directly
measure thousands more locations in
London to complement London’s 100
air quality monitoring stations.
Through other initiatives, like FlexLondon and supporting the rollout of
smart meters, the Mayor’s Energy for
Londoners programme is championing
15
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the commercialisation of new digital
technologies and the safe and secure
management of the city’s energy
data.
Data, tech and safety
The Met Police are using data and
digital technology to provide everyone
with the best possible service. They
are tackling knife crime by analysing
time and location of crimes and
adjusting patrol patterns to prevent
and discourage further attacks. Public
interactive dashboards are now well
established. The Met Police has also
completed the largest deployment in
the world of 22,000 body-worn cameras to improve evidence-gathering
and accountability. They have deployed mobile technology to front line
officers and launched a sector-leading
digital channel for the public to report
non-emergency crime and access
information and guidance. Responsible and accessible technology is now
essential for policing in London.
Data and ‘test-beds’
Queen Elizabeth Olympic Park is
London’s newest, smartest and most
sustainable area. The Park’s development is managed by the London
Legacy Development Corporation
(LLDC). Its ambition is to use the Park
as a test-bed for new international
standards in smart data, sustainability
and community-building, sharing its
successes across the city and beyond.
A data platform is being built to
publish data on air quality of green
spaces and energy from buildings in
the Park. More than £100m has been
invested in one of the largest district
energy systems in the UK. This includes hard, soft and data infrastructure through smart meters that give
building residents and tenants control
and information on their energy use
and spending.
A consortium led by TRL won
£13.4m in Connected and Autonomous Vehicle (CAV) funding for a

Smart Mobility Living Lab to test the
technology and 5G connectivity infrastructure in the Park and Greenwich
over the years ahead. This sits at the
heart of a growing cluster of clean
technology and mobility innovators
centred around the Park.
These and other projects, from
planning engagement tools to demonstrating drone technologies, support
new resource-efficient, low-carbon,
connected and future-ready places.
The LLDC works closely with

London’s councils
continue to innovate,
building partnerships
with the private sector and civil society

universities, schools, SMEs and community groups to help realise and
test a wide range of outcome-based
innovations.
Digital Greenwich is developing new
standards for smart infrastructure and
data with international partners. The
Sharing Cities programme is trialling technology in Greenwich such
as energy management systems in
social housing blocks, energy-saving
lighting and controls, and sensors and
digital connectivity in lampposts. Autonomous delivery robots have been
tested and the technology is now being scaled in other cities abroad. The
borough is also trialling a range of air
quality sensor and data standards to
measure air pollution and gain further
insights into the levels and causes of
pollution.
Together with other initiatives,
these projects will help develop busi-

ness models for the scaling of smart
technologies that are proven to work.
Pan-London innovation from town
halls
Over the last decade, day-to-day
interactions between Londoners
and the public sector have gone
digital from making online payments
to reporting litter and noise to their
council.
London Ventures - a programme led
by London Councils and delivered in
partnership with EY - is scaling digital
solutions to meet public sector challenges in using data to identify vulnerability in children’s services, counterfraud, automation and crowdfunding.
London’s councils continue to innovate, building partnerships with the
private sector and civil society.
The Park invested in digital engagement tools to get Londoners’ say on
its design of the £1.1bn development
of East Bank in the Queen Elizabeth
Olympic Park includes UCL, the BBC,
the V&A, and Sadler’s Wells.
More user-designed services
Too often, smart city thinking
has been driven by a rush towards
integrating new digital technologies,
without understanding citizens’ needs
first. London’s creative strengths in
design can play a major role.
The government wants to respect
the diversity of our great city while
developing new digital services and
will work in collaboration with partners to build this into a city-wide
approach.
The Mayor is starting with the following initiatives:
• leadership in design and common standards to put users at the
heart of what we do
• develop new approaches to digital
inclusion to support Londoners’
access to public services
• launch the Civic Innovation Challenge to spur innovation from the
tech sector
• explore new civic platforms to
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engage citizens and communities
better
• promote more diversity in tech to
address inequality
Leadership in design and common
standards
The Mayor will champion the adoption of common standards and design
principles in public services to put
users at the heart of what we do.
Design is an important and sometimes overlooked part of digital
services and technology, but it is vital
in making sure the right problems
get solved, or are free from bias. This
approach means understanding how
your users think, how they behave
and ultimately what they need, then
incorporating that understanding
into every aspect of design, backed
up with evidential data to enable the
right problems to be solved.
Civic Innovation Challenge
The Mayor will launch his Civic Innovation Challenge. This is a missionled business support programme
which matches startups with leading
corporates and public organisations to
solve some of London’s most pressing
problems.
In 2018/19, the Challenge is searching for innovative solutions to reduce
inequality, prevent climate change and
support London’s ageing population.
Another way of meeting citizens’
needs is to offer innovation prizes
to the tech community to help solve
public service or urban problems identified by the city or directly by citizens. In other cities these initiatives
have successfully co-designed and
tested ideas that can be scaled up to
meet the needs of the whole city. Examples from the UK and around the
world include Amsterdam’s Startup in
Residence, New York’s NYCx Challenges and CivTech Scotland.
Startups taking part in the challenge
will develop and test their solutions
with corporate and public organisations, while receiving business support

and mentoring from Bethnal Green
Ventures. The Challenge provides
startups with the valuable opportunity
for customer development and validation directly with the end market,
including:
• direct access and support from
potential customers and partners
• validate and test solutions directly
with market leaders
• business support and access to
£15,000 for testing
In the future, the public will also be
directly involved in deciding the focus
of and setting future innovation challenges, which could be in areas such
as housing or education.
Renew civic platforms
Talk London - The Mayor will mount
digital campaigns to increase levels
of participation from more diverse
audiences; invest in technical development to optimise user journeys
and maximise community growth;
and target advertising to build brand
awareness, confidence and participation in the work of Talk London in our
target audiences.
New crowdfunding platform for
London - The Mayor will support
Crowdfund London with £4m to support projects and scale up the platform by 2022. This includes research
and development of complementary
initiatives to support community-led
participation and regeneration.
New platforms - The Mayor will
explore the changing ways in which
Londoners are using civic platforms,
rapidly prototyping and testing different models for delivering this innovation in partnership with London’s tech
community.
Civic and peer-to-peer platforms
offer better ways for citizens and
communities to interact and co-create
- capitalising on trends and changes
in technology that have unlocked new
opportunities for citizens to play a
more active role in the way London is
run. Through our open government
and city-wide collaboration work

proposed below there will be an opportunity to examine how new digital
platforms can be adopted in London
to increase transparency or boost the
sharing economy. For the present the
GLA will look at developing two of its
platforms - Talk London and Crowdfund London.
Promote more diversity in tech
Digital Talent Programme - The
Mayor is delivering a £7m programme
to inspire and train more young
women and BAME Londoners to
enter digital, technology and creative
job roles. This year will see three more
initiatives to build on the launch.
Tech Talent Charter - The Mayor
will sign the Tech Talent Charter and
promote it across London public services. We will work to encourage the
tech community to adopt the charter
in greater numbers.
The tech sector has been criticised
for its lack of diversity: the 2018 Tech
Nation report found that only 19 per
cent of the digital tech workforce
is female, compared to 49 per cent
across all UK jobs. This has to change
- gender equality is the cornerstone
of the Mayor’s
#BehindEveryGreatCity campaign.
The city has a responsibility to lead
change in 2018, a hundred years after
some women first secured the right
to vote.
The Tech Talent Charter is a commitment by organisations to a set
of undertakings that aim to deliver
greater gender diversity in the tech
workforce of the UK, one that better
reflects the makeup of the population.
This includes organisations across all
sectors who have employees in tech,
public and private sectors. Signatories of the charter make a number of
pledges in relation to their approach
to recruitment and retention. As a
first step, the GLA Group will commit to the pledges in the charter to
demonstrate the great work being
done on diversity throughout many
organisations.
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How Tianjin Smart City is
Improving Economies and Lives

T

oday, Tianjin’s Binhai New
Area Smart City solution
provides an accurate macro and micro understanding
of the needs of its industrial and residential constituents.
The Smart City solution uses cloud
computing, Big Data, and AI to offer services that were not possible
before. The ‘1 + 4’ solution, with an AI
platform at the core, was designed by
TEDA and implemented with Huawei’s
support for processing, communication, and in-depth mining with the
goal to maximally integrate information about people and things via the
‘City Brain’ Intelligent Operations
Center (IOC).
In this way, TEDA provides enterprises and residents with full-lifecycle,
point-to-point smart services through
the ‘Serving Enterprises’ and the
‘Caring for Residents’ platforms.
TEDA’s platform integration enables
the analysis and prediction of the
needs of each enterprise and the ability to communicate with residents and
households for the delivery of services targeted to meet their specific
needs.
The ‘1 + 4’ solution refers to one
center, the IOC, and four AI platforms.
The IOC is the central point for recommendations and fulfillment. Data
sourced from government, industry,
and individual citizens through the
Internet and the Internet of Things
(IoT) is aggregated for processing by
the TEDA AI.
The analysis performed by the IOC
delivers the following three benefits.
First, a real-time dashboard visualizes the moment-to-moment status

of the local area for city managers. Second, decision-making tools
analyze and offer optimization solutions to high- and low-level decision
makers. For example, heat maps
illustrate residential activity to help
officials precisely site new commercial or industrial construction. Third,
the IOC hosts a suite of technical
monitoring, warning, and eventlinkage responses based on scientific protocols, which are especially
important for complex accidents or
emergencies.
One such example is when the
public security agencies are able to
easily manage a festival or other type
of celebratory activity based on input
from the heat map. In the past the
agencies may have been nervous or
uncertain about crowd control for a
daytime marathon or evening light
show. With the video surveillance and
cloud computing technologies available today, the agencies are far better

equipped to relay dynamically changing information about all sites to the
IOC.
The IOC command and control
screen displays the operating status
of six distinct domains in real time:
A TEDA overview, economic flow,
safety, transportation, public utilities,
and macro quality-of-life (happiness)
indices that are extracted from the
data. By presenting the information
visually the IOC operators are able to
gain a comprehensive understanding
of TEDA’s overall operating status.
Four AI Platforms Support the
‘City Brain’
The TEDA solution currently involves four AI platforms that interact
closely with the IOC to provide smart
services: Resident Voices, Resident
Care, Sensing the City, and Enterprise
Services.
• Resident Voices: Voice recognition and semantic parsing technolo-
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gies enable city managers to understand the voice of each resident to
gain insight into their needs. Resident
voices are captured through a hotline,
online messages, and in-person
visits. The information and data are
then analyzed in text and audio data
formats. The platform provides voice
navigation for residents to improve
their service experience. The smart
monitoring of sensitive details enhances the quality of management by
government agencies. Key information is communicated to leaders at all
levels for further action.
• Resident Care: Deep learning and
correlation analysis are used throughout the service lifecycle to generate
personalized resources for residents.
Beginning in utero, individual profiles
are created for each person in the
TEDA system, and additional information is added as residents progress
through their lives. Pre-natal care
and post-partum training is provided
to expectant parents. Infant-nursing
information is integrated with social support resources to manage
the healthiest possible outcomes.
As children begin school the smart
education system will recognize each
person’s learning pattern and serve
as a tutor. When the time comes for
college entrance examinations, the
system will recommend the most appropriate universities to best enhance
each person’s personality and learning
style. Post-graduation the system will
help with individual career planning.
In summary, the platform intelligently
enables a comprehensive range of
services throughout the life of each
resident.
• Sensing the City: Image recognition and correlation analysis are used
to explore the relationships between
people, places, and things for the
purpose of fostering a harmonious order for all. Sensors collect the
data required for city management,
including air and water quality, street
lighting, available parking spaces,
and other information. The video

system collects information from
transportation hubs, schools, community centers, hospitals, and other
locations that, when combined with
sensor data, is used to build a unified
view for regional health and progress.
The visualization platform is used to
help city managers comprehensively
understand the city’s status. For example, residential community surveillance can intelligently analyze the risk
level posed by unknown visitors to ensure community safety. Smart surveillance throughout the transportation
network is used to monitor vehicles
carrying dangerous chemicals or unlicensed vehicles to ensure road and
railway safety. The sensor network
is also used to monitor water tanks
in households and high-rise buildings
to alert for water quality changes to
ensure the safety of the local water
supply.
• Enterprise Services: Multidimensional correlation analysis helps
to clarify the internal relationships
of industries in the TEDA district for
the purpose of accurately matching
the availability of service resources
throughout the enterprise lifecycle.
A primary task for the TEDA administrators is the promotion of investments directed to local industry. The
investment promotion phase relies on
Big Data technologies to analyze the
available information from government and Internet sources to better
understand the market landscape in
which the target enterprise is operating and evaluate its forward-looking
risk. The Tianjin Binhai New Area
district government pushes both
targeted and general local investment
information to regional enterprises in
real time. Local governments follow
their investments by providing targeted services during the construction
and operation process. For example,
if changes in the consumption data
of water, electricity, gas, or heat of
an enterprise are detected, this may
indicate production or operational
challenges that may require immedi-

ate intervention from a supervising
agency.
Additional Innovations: Residential Happiness Index
Evaluation standards complement
the AI platforms to help ensure that
residents enjoy a better life through
access to high-quality services. The
success of the ‘AI + Smart City’
solution is measured by a ‘happiness
index’ that has been established to
build a safe living environment for all
local residents. First, data is collected
through sensors or surveys. Then Big
Data analytics are performed and the
grid-based city management system
is used to identify risks in all regions.
One example of proactive discovery
is TEDA’s ability to track, capture, and
analyze data on water consumption
patterns for each household.
Every service or utility is a candidate
for this type of closed-loop management. Trends and projected outcomes
are subject to further supervision by
city managers who are charged with
responsibility to assess and intervene with the relevant stakeholders,
whether they are on the supply or
consumption side of the equation.
The TEDA data management tools
allow public services to be provided in
neighborhood convenience stores so
that residents can apply for licenses,
pay bills, and engage with other public
services while they are close to their
homes.
The goal of the TEDA ‘AI + Smart
City’ construction is to continually improve and maintain a happy,
comfortable living environment for all
residents. Based on the information
gathered from the distribution and
collection of large numbers of questionnaires we learned the issues that
bring inconvenience and unhappiness
to urban residents. By using the TEDA
AI platform we summarized the leading factors that bring happiness to our
neighbors, including peace, beauty,
convenience, harmony, social order,
and vitality.
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Smart Cities – Driving Future
Growth Prospects

C

ities around the world
have begun to look to
smarter solutions to help
better manage existing
resources and assets,
effectively deal with growing populations, help mitigate expenses related
to aging infrastructure, and, in general, provide a better quality of life and
standard of living for city residents,
businesses, employees, and visitors.
We analyzed numerous global smart
city initiatives and uncovered the
key attributes that were indicative of
what constitutes a “Smart City.”
Here are some factors that go towards defining Smart City Framework
• Smart Governance & Smart Education

• Smart Energy
• Smart Building
• Smart Mobility
• Smart Infrastructure
• Smart Technology
• Smart Healthcare
• Smart Citizen
Urban migration and the physical
expansion of cities and metropolitan
areas are adding immense pressure
on energy resources, environment, infrastructure, sanitation, health, public
funds and other basic utilities.
Cities across the world are facing challenges such as congestion
and pollution, while steep real estate
prices and a lack of access to affordable housing are leading to a sense of
instability. In developing and growing

cities, governments are struggling
to match the city infrastructure to
accommodate the rapidly growing
population.
Cities with a declining rate of
growth, and consequently declining
tax revenues, are forced to deal with
obsolete infrastructure and obsolete
systems. In addition, cities have complicated political structures that enable each department to deploy point
solutions that are not compatible with
systems deployed by other departments. Since the budgets and reporting structure are complicated and
managed by departments, there is an
inherent lack of cohesion in decision
making and technology deployment.
How San Francisco is Winning the
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Smart Race
Over the past few years, San Francisco has made giant strides in seven
of the eight categories that define the
Smart City framework. The dot-com
boom of the 1990s and tech boom in
the past 10 years have contributed to
make San Francisco one of the most
popular cities in the US for technology companies.
This popularity has led to increased
gentrification of San Francisco with
skyrocketing property prices and
increased inbound migration into the
city. City planners have long struggled
with developing infrastructure to support this rapid growth.
Over the past few years, San Francisco city government has taken rapid
steps to develop infrastructure and
embrace the Smart City frameworks
with some success.
Here are some of the features of
the San Francisco Smart City.
• Features of the San Francisco
Smart City
• Renewable energy-powered grid
• Charging stations for hybrid and
electric vehicles
• Network of sensors installed along
Interstate 80 to provide real-time
travel information
• Free Wi-Fi hotspots available and
commitment to expanding availability
• Municipal dedication to developing
smart technology
• Open access to
city data
• Encouragement
for startups and the
IT community to create solutions to city
challenges
Therefore, it has
become imperative
that this issue of
urbanization is addressed in a manner
that caters to our
evolving society,
lifestyles, and technologies. “City as a
Customer” is an im-

plication of urbanization wherein cities
are viewed as potential customers and
hubs of investment, wealth creation,
and economic growth. Every city will
be highly unique in its infrastructure
demands offering cross-sector micro
implications and opportunities for a
variety of stakeholders.
Advantages of Adopting Smart
City Infrastructure
Over the past few years, “Smart”
has evolved into the new “Green.” In
the US, many cities are burdened with
outdated infrastructure and obsolete systems that are in urgent need
of overhaul. From an infrastructure
standpoint, US cities lag behind newer
cities in China and the Asia Pacific
region. The reality is that the US has
not spent significantly to upgrade
infrastructure since the 1950s.
For these and a multitude of
other reasons, US cities are looking to
spend on upgrading and overhauling
existing infrastructure in favor of developing Smart Cities. When evaluating cities that have mature Smart City
deployments, the benefits of adoption
are numerous and significant, including:
• Increasing the quality of life for
residents of the city: This can be
achieved through improved infrastructure, increased safety & security,

investments in public transportation,
reduced pollution, etc. An increase in
quality of life has a direct impact on
net migration for a city.
Businesses and individuals typically
move to cities for the quality of life,
leading to increased revenue base for
a city.
• Increasing the tax base of a city:
With an increased quality of life, technology investments will aid cities by
increasing net migration, resulting in
an increased tax base (business and
individual). In addition to increased
collection of income taxes, smart
cities typically see a pronounced
increase in sales tax revenue and
property taxes (both from increased
home ownership and increase in property values).
• Reducing environmental impact:
One of the biggest benefits of smart
city deployments is in reducing the
environmental impact by a city. Reductions in energy costs (from using
more environmentally friendly lighting
solutions) to reducing pollution (with a
robust public transportation system),
the benefits of reducing the environmental footprint of a city results in
more people calling a city “home” for
longer periods of time.
• Fiscal Responsibility: By investing
in smart city technologies, cities can
generate higher operation incomes
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from toll collection, city-wide connectivity, taxes, tourism, etc. This helps
cities manage their budgets more
effectively and generate revenues to
further invest in improving the quality
of life for residents.
Operating Models Employed for
Cities for Smart City Solutions
The smart city planner appoints
a trusted partner to build the city
infrastructure and provide smart city
services for a particular area within
a time period. After completion, the
operation is handed over to the smart
city planner.
The city planner allows any qualified company or business organization to build city infrastructure and
provide city services. The city planner,
however, will impose some regulatory
obligations.
The smart city planner independently builds the city infrastructure
and delivers smart city services. The
operation and maintenance of the
services is fully under the planner’s
control.
The smart city planner appoints a
trusted partner to develop the city infrastructure and services. The partner
operates and manages the smart city
services. The city planner has no role
further. Most of the public-private
partnerships are built on this model.
Build, Own, Operate (BOO) - Build,
Operate, Transfer (BOT) Open Business Model (OBM) Build, Own, Manage (BOM)
All of these business models assume
the city manager will serve in the
central leadership role in the planning
and deployment of smart city solutions. In reality though, many cities
have different departments deploying
“point” solutions.
The data from these point solutions
is typically not shared, and there is
no cross-department collaboration
or cooperation. In most cases, point
solutions deployed by one department are not compatible with point
solutions deployed by another depart-

ment. This leads to wastage in terms
of investment and resources.
To alleviate this issue, the smart city
planner must encourage cross-departmental collaboration to build and
deploy smart city solutions that are
open, flexible, scalable and integrated.
Why Telecom Vendors are Important for Smart Cities?
There are hundreds of companies
that are valued ecosystem partners
in the smart city ecosystem. From
systems integrators to independent
software vendors to application-specific product manufacturers, the list
is endless of potential partners that
deploy smart city solutions.
However, telecommunication providers have unique core competencies
that set them apart from other large
solution providers. Some of these
unique capabilities include:
• Managing multi-network connectivity: Telecommunications service
providers operate large network
operations centers that manage many
different forms of connectivity—from
fixed-line to cellular to Wi-Fi to private
networks.
This particular skill set is critical
for the operation and management
of several communication networks
managed by a city with their smart
city deployments. Connectivity is
the cornerstone of successful smart
city deployments, which makes the
telecommunications service provider

an ideal partner.
• Nationally Scalable Blueprints:
Telecommunications service providers
have a national (and global) network
under their purview. The network is a
critical piece of a smart city deployment, especially in a disaster scenario.
Network uptime is critical to emergency response and recovery of a city
during unforeseen events.
Smart Cities Need Telecommunications Service Providers
Network management allows city
managers to coordinate emergency
response with local law enforcement and federal agencies. A reliable
network operator as a preferred smart
city partner will help a city manage its
network even during disasters.
• Relationships with different levels
of city and municipal government:
Telecommunications service providers
have deep and wide relationships with
different levels in city and municipal
government (from mayors and city
council members down to IT analysts
within different departments).
This enables telcos to bring together different stakeholders in a smart
city deployment—facilitating project
and solution integration across political silos and extracting incremental
value for citizens. In addition, telcos
have worked closely with stakeholders in executing complex deployments
and bring this experience to smart
city deployments.
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“We are focused on building AI
technologies around reasoning,
predictive capabilities”: Guavus
US based Guavus is playing a
unique role in the transformational journey of communications service providers. With the
help of its innovative solutions
in the AI and advanced analytics space – the company is
changing the way companies
build, operate, manage, and secure their networks of hundreds
of millions of devices.
Faizel Lakhani, CEO, Guavus
speaks with Zia Askari from
TelecomDrive.com about the
company’s current focus and its
future plans.

service their customers.
We achieve this with solutions that
combine three domains of science:
data science, network science (how
networks are built), and computer
science (how to build reliable highperformance software).

What are the key priorities for the company today?
Guavus is a leader in transformation for communications
service providers and Industrial Internet of Things (IIoT) —
transformation in the sense of changing the way companies
build, operate, manage, and secure their networks of hundreds of millions of devices.
Our priority is building advanced analytics and artificial
intelligence solutions that help customers transform not only
the way they run their networks but how they engage and

How do you look for the fastemerging opportunities in AI and
the analytics space?
The world of AI and analytics are
some of the most talked about and
least well understood technologies in
the market. We think about Siri and Alexa when we think about AI, but the reality is the technology has wide application in large data set domains,
like devices on networks.
As more and more service providers add in capabilities to store data, the biggest question they all ask is
“How do I use this data to transform my business?” In
the past, the answer was an application for reporting
what happened; now it’s about reacting in real time and
23
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predicting what’s going to happen before it happens. Think about handling
a customer care call before it happens
by predicting it’s coming and taking
action to solve it. This is our area of
focus.
When we engage with service
providers it’s through this transformational journey that we guide them.
We’ve been able to not only find
applications for AI-based analytics in
customer care but also in the creation
of new service offerings and data
monetization.
How can telecom operators utilise
AI and analytics to drive greater
chances of profitability and
deliver enriched customer experiences?
Operators generally have three
disciplines in building and operating
networks, namely planning to determine what to build and how to build it,
engineering to actually build and run
the network, and finally operations
which involves thinking about the
most cost-effective way to run the
network and support customers.
AI and analytics span all three of
these to get the maximum result of
transformation. You can’t just bolt
on AI to the operations without first
thinking about how the data is generated in the network, how to access
and process that data in real-time,
and how to garnish new actionable
insights from the data.
This is a hard problem as operators
are great at planning, building and
running networks, but they aren’t
necessarily experts at collecting data,
building the analytics or getting them
to run at network speeds to address
the varying needs of their business.
This is where Guavus comes in. We
have a lot of experience in developing
and applying AI and advanced analytics to their network planning, customer experience, and customer support
across infrastructure, operations,
services and customer engagement.

What are some of the big innovations that your organisation is
driving today?
Guavus is focused on building AI
technologies around reasoning and
predictive capabilities. We have built
a set of technologies that enable realtime decision-making processing, and
now the challenge is about being able
to look at wider, more disparate data.
We’re engineering solutions that
not just look for things that could be
tell-tale signs of something happening but rather use reasoning capabilities, like the human mind, to predict
what is likely to happen based on the
current status of a device or network
element. We’re driving solutions that
leverage reasoning capabilities in customer engagement, service delivery,
operations management, and infrastructure management.
What are the key geographies for
Guavus?
Our solutions are deployed throughout the world. We grew up in the US
and Canada, providing excellent ROI
to our service provider customers
in those regions. We then expanded
into Asia Pacific and Europe. With the
acquisition of Guavus by Thales, we’re
bringing our technology to the Industrial IoT marketplace as well, working
closely with enterprises and service
providers worldwide. We’re growing
our business worldwide both directly
and through partners.
How do you look towards the
growth in the coming months?
Where is this growth going to
come from?
The pressure to reduce costs by
service providers is driven by a quickly
declining average revenue per subscriber. This rapid reduction is causing
more and more focus on the cost to
build and operate networks. This has
created a huge pull for Guavus to provide solutions that greatly reduce network costs and create new revenue
opportunities for service providers.

Analytics and AI sound like things
you can buy at the grocery store and
many try generic off-the-shelf solutions, however application of these
technologies is very specific to the
service provider and the different areas of their business (customer care,
marketing intelligence, network operations, etc.). Guavus has a track record
of experience working exclusively
with service providers to apply AI and
advanced analytics to address key
areas of their business. We continue
to see this as a big area of growth for
our company and a huge opportunity
for our customers.
As a lot of telecom operators are
looking forward to embracing
5G networks – how can AI and
analytics help them do more with
less?
The challenge with 5G is the
volume of data that a single user
device will want and/or need will be
many orders of magnitude greater
than what’s possible today. This is a
challenge in that the price per bit of
service delivery has not changed by
these multiple orders of magnitude.
The profitability of service providers
has been decreasing over the last few
years.
Service providers have tried to slow
the use of the network by introducing
monthly usage caps. However, enabling subscribers to take advantage
of 1 gigabit per second data speeds
on their handsets and limiting their
monthly total usage to 20 gigabits
seems like a mismatch.
Building and running a network in
a world of increasing disparity between speed and usage limits will be
a challenge; however, this is where
analytics can help. With operations,
subscriber, content, and usage data
analytics solutions, we will be able to
help provision and manage networks
at the massive scale that’s needed
without the high costs and effort that
have historically burdened complex
networks.
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“When fraud is not addressed,
it can hurt profitability,
viability for Carrier”: i3forum
When it comes to addressing telecoms fraud – i3forum
is spearheading an initiative
towards becoming an industry
voice and also listening to the
Voice of the Carrier ecosystem from Vendors and Service
Providers through to Enterprises, in a bid to best protect
commercial losses.
In a discussion with Zia Askari
from TelecomDrive.com –
Katia Gonzalez, Chair of the
Fight Against Fraud Workgroup, i3forum describes why
it is important to address this
issue now.

What are the key focus areas of
this Code of Conduct to combat
Voice fraud?
The ultimate purpose of the Code
of Conduct is to prevent fraudsters
profiting from criminal activity and
bring a lasting impact on the Carrier
ecosystem. It requires a joint effort

and we’re proud to be working alongside the ITW Global Leaders’ Forum
(GLF) with the Code to help Carriers
across the entire industry protect and
grow their businesses.
We are focusing on industrywide
collaboration. When different players
from across the community including

OTTs, mobile and fixed line operators
come together, the entire industry
can benefit from viable fraud solutions. We want to give them the steps
they need to protect their businesses
and prevent fraudsters from profiting
from criminal activity.
We truly understand the need for
collaboration in the wholesale arena
and we’ve been working on it for
some time now. On a daily basis, the
‘Fight Against Fraud’ workgroup is
communicating and collaborating to
combat growing fraud issues. It works
together to ensure the profitability of
not just their business but for Voice
businesses around the world, complimenting the security measures that
operators and OTTs implement. As an
example, we’ve focused on dispute
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handling within the Carrier ecosystem as a way to negate revenues to
fraudsters, an element that is highly
relevant in today’s market.
There’s real value in having an industry approach to fighting fraud like
the Code of Conduct. We really see
the importance of having processes
that can be streamlined across the
entire industry.
How big is this problem? What are
its financial and customer experiential implications?
When fraud hits, it impacts the entire Carrier ecosystem. So, it’s important we react fast. When fraud isn’t
addressed, it can hurt profitability and
even impact the viability of a Carrier’s
business.
International telecoms fraud costs
our industry an estimated $17 billion
annually, according to the Communication Fraud Control Association
(CFCA), and a significant part of this
is Voice fraud.
Other than the pure and objective
financial impact there is an impact
that’s not so easy to measure. That’s
customer perception and satisfaction.
Consumers experience Voice fraud
through spam calls that either have
no one on the line or playback a
recorded voice. What might only be a
nuisance to them and their satisfaction is actually costing the telecoms
industry financially and causing friction for our customers and partners.
It’s a lose-lose situation.
At i3forum, we are listening to
the Voice of the Carrier ecosystem
from Vendors and Service Providers
through to Enterprises, in a bid to
best protect commercial losses. Every
player in our industry is affected by
fraud directly or indirectly and that is
why we must take action together to
limit its impact on our industry.
By taking action we can save our
businesses, customers and partners
millions that can be lost to fraudsters.
How can this issue be solved for

Carriers and telecoms?
i3forum and GLF initiatives show a
disruptive approach to tackling fraud
that deviates from the current way
the industry works. The Code of Conduct is a simple way for the industry
to get involved and combat fraud. It
gives our industry a common goal.
Across the global Carrier ecosystem, we must agree to fight fraud
and take a new approach that will
have a lasting impact on our industry.
Otherwise, we face an international
wholesale market where fraud is a
continued barrier to the growth and
success of our businesses.
Each organization that signs the
Code of Conduct is taking action that
will benefit the entire Carrier ecosystem. It shows their commitment
to supporting the industry in tackling
fraud.
By working together, we can stop
fraud in the wholesale telecoms
industry. Collaboration is the key to
being effective in the fight against
fraud. It’s this collaboration that lies at
the heart of the i3forum’s work.
What kind of challenges lie ahead
on this journey to address these
issues?
The i3forum have made significant
progress in defining fraud and identifying best practices in dealing with
cases of fraud but these need to
be adopted more widely across the
industry.
Adoption really is the key to success, but the challenge is that this will
take time.
The Code provides a great starting point for fighting Voice fraud. It’s
solving one of the industry’s most
pressing challenges and adds a final
protection layer to the security measures that operators deploy on their
networks. It sets out what actions
every Carrier should take to ensure
fraud is eliminated in the industry. We
expect that some time will be needed
to reach a significant adoption rate
but together we can have a lasting

impact on the Carrier ecosystem.
The collaboration from players on
the Code of Conduct so far will encourage the adoption of best practice
across the ecosystem.
What kind of support do you need
or require from the government
agencies in order to better address this?
Ideally, we would need support from
governmental agencies to make sure
and encourage operators to establish
a process and follow it.
Ultimately, it’s up to the Carriers
to work together with whoever will
stand up and collaborate respectfully
of each others business to fight fraud.
Across the entire ecosystem which
includes governments and regulators,
we have to work together to limit the
damage being done by fraud and to
negatively impact fraudsters from any
possible angle.
What are the key geographies you
are addressing for this today and
what are your plans to increase
awareness amongst the global
telecoms space?
i3forum brings the international
Carrier ecosystem together to enable
and accelerate transformation. Our
members are working together to
solve the challenges that face our
industry and deliver value across the
entire ecosystem.
Most of the members are based in
the EU or North America. We would
be glad to have other Carriers from
around the world join us.
There are no limits on who can
become a member. Any organization
with international wholesale Carrier
business that believes in collaboration,
sharing and having a positive impact
on the Carrier ecosystem can join the
i3forum.
Collaboration from players from
around the world would only help to
enrich the i3forum’s activities and
help the Code of Conduct initiative
gain increased reach.
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Cloudification is Here, but Service
Providers Must Embrace Change
innovation, yet is fundamentally different, in the way it is engineered, to
other technologies - and CSPs need
to understand how can they avoid the
risks and reap the benefits.
Many CSPs are now participating
actively in open source communities,
either independently or hand-in-hand
with Red Hat and other companies.
Examples include companies like
Telefonica, and like Orange, with
whom Red Hat is engaged in joint
engineering programmes in the OpenStack community in order to align
the roadmap of OpenStack with the
needs of CSPs for NFV use cases.
With all this innovation and maturity
available to the full industry, together
we help keep it current and evolving,
via contributions from diverse players
as well as Red Hat.

C

Santiago Madruga, VP of Communications Service Providers market at Red HAT
EMEA

ommunications service
providers (CSPs) across the
world are looking to claim
their position at the heart of
the digital society, but they first need
to become more agile and lean. There
are many innovations that can help
in this quest: NFV, SDN, the convergence of Networks and IT, cloudification, DevOps, and more. In most
cases the required technologies are
now available and ready for missioncritical environments. However, the
surrounding operational processes
and mindset are often in need of a
thorough review.
CSPs are already modernising.  
Examples include the likes of Altice

Group, which is building a holistic NFV
platform with ambitious timelines for
getting the majority of mobile traffic
running on it. Or Three UK, which has
developed a world-first cloud-native
core network, designed to be massively scalable so it can respond to
subscribers’ service demands.
Once CSPs have these initial NFV
use cases up and running, they need
to turn their attention to how to scale
these out, adapting and improving
their operational processes and, in
many cases, the way they think about
their operation altogether in order to
become more agile and lean.
Open source is a key change agent
in this process. It brings the desired

Transition to cloud
Cloudification brings speed, efficiently. Digital-native businesses
that are born in the cloud are more
agile and innovative, including many
over-the-top companies that now
compete with CSPs for the valueadd services that drive margins and
customer loyalty. These companies
can more freely experiment with new
services without huge amounts of
upfront investment or commitment,
and they’re not afraid to fail fast. And
when a service does take off it can
scale quickly and reliably.
Most CSPs were not born directly
in the cloud, but are fast adopting
it. They are making the move away
from dedicated hardware, away from
monolithic systems with proprietary
software running on a specific piece
of equipment.
However, this is a change that may
take some time for CSPs, which typi-
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cally have significant legacy systems
that may still not be fully paid off. But
as their old systems come to the end
of their maintenance lifecycle, or as
new initiatives are launched, every
new system is designed for more
modern architectures. These are typically based on open source, helping to
avoid proprietary lock-in, and perhaps
more dangerous: the customization of
open source code that deviates from
standard upstream communities.
First, a cultural shift
Agility and efficiency does not come
from technology innovation alone,
but also require changes in process,
mindset and culture. Red Hat’s recent
Open Source Culture Survey revealed
that 91% of respondents across
industries thought that technological
developments were changing the way
their organisation had to operate in
order to succeed, with 81% of respondents agreeing that having an open
organizational culture is important to

their company. However, only 67% of
respondents said that their organization has the resources necessary to
build an open culture, with 59% of
them identifying legacy systems and
outdated technology as a barrier to
change. When it comes to human
resourcing a tech roll out, having the
right skill sets on board is only half of
the challenge; having those people
work in the most efficient way is the
other.
CSPs have grown used to working in a certain way. Typically, they
work on projects from beginning to
end, ensuring that any new service
or application is absolutely watertight
before it is deployed. And rightly so. In
the old inflexible world this is completely necessary. The ability to revise
things on the fly is not an option.
Cloudified environments are different. They break the relationship
between software and hardware, and
even between different layers of software architecture, enabling flexibility

and hybridity. Much faster change is
possible without jeopardizing reliability
and operations, but this also requires
a review of organizations, processes
and mindset.
Knowing this and doing this are two
very different matters though. It is
unrealistic to expect sweeping reform
among the CSPs community. It is
more likely to happen on a project by
project basis, step by step. Building
open cloud platforms to enable virtualization is a first step, and CSPs are
well on the way with this. At Red Hat
we have helped the world of IT transform into a cloud world, and together
with our clients and partners we are
now doing the same in the network
world. The benefits of embracing the
next-generation wave of technologies
is well documented, and just about
every CSP on the planet is looking at
how it can accelerate the transition.
By: Santiago Madruga, VP of
Communications Service Providers
market, Red Hat EMEA
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“URLLC feature of 5G will be used for
mission critical communications” - TCCA
Stretching the boundaries of innovation
around 5G - Ultra-Reliable Low-Latency
Communication (URLLC) is an innovative
feature of 5G that will be used for mission critical communications due to its
very low end-to-end latency, making it a
potential enabler of a vast set of mission
critical applications and delivering huge
value for the telecoms ecosystems.
Mladen Vratonjić, Chair of the Board,
TCCA interacts with Zia Askari from TelecomDrive.com about the key priorities
of TCCA and how does the organisation
look at emerging opportunities around 5G
rollouts.
What are the big priorities that
TCCA has today?
TCCA is focused on activities that
benefit our members. We are the
Mission Critical Market Representation Partner for 3GPP, and work with
3GPP in the development of standards
for critical broadband. We work closely
with ETSI to maintain and enhance
the TETRA standard. We build relationships and partnerships with other
key industry organisations such as the
Global Certification Forum, who will be
certifying end user devices for mission
critical use.
Our Working Groups are focused on
specific areas such as Smart Cities,
Transportation, Critical Broadband and
Security and Fraud Prevention; our
Broadband Industry Group and TETRA
Industry Group bring together manufacturers to ensure progress that will
benefit operators and end users, and
our Technical Forum takes the lead
in interoperability, and is also TCCA’s

representative in the Mission Critical
Open Platform (MCOP) project.
All these activities serve to progress
the mission critical market and support
our members, who together comprise
the critical communications ecosystem.
What are the most important geographies that you see when it
comes to deployment of critical
comms?
Critical communications are an essential requirement in all parts of the
world, and it is an ever-evolving market. There is obviously much interest in
new broadband developments such as
FirstNet in the US and SafeNet in Korea, and also in the new and upgraded
narrowband networks that continue
to be deployed worldwide. The largest TETRA network in the world has
recently been completed in Germany,
and TETRA continues to make significant progress around the world - in-

cluding in the US despite only being
available since 2012.
Whilst In the rest of the world, the
broadband critical communications will
largely be realised through commercial
operator networks, in the Middle East
region we are seeing the emergence of
data only dedicated private broadband
networks, with the operators showing a strong commitment to applying
3GPP standardised solutions once
they become available.
The majority of the new critical
broadband networks that are being
deployed will be working in concert
with existing narrowband services,
and there are many examples of this
around the world. So although choice,
progress and market opportunities differ depending on the region, the need
for efficient and effective critical communications is global.
How does the organization look at
the emerging opportunities and
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trends around 5G rollouts? What
are some of the innovations that
we can expect in a 5G era?
Critical communications is the one
area of telecommunications that needs
to cope with various different requests,
services, speeds and unpredictability
of required capacity. As 5G is all about
providing next level flexibility, coverage,
capacity, security, data rate and low latency it is the ideal network to deliver a
wide variety of services across different environments in a highly efficient
and robust way. For example, 5G networks will use context-aware mapping
of services to technologies and will
be able to make dynamic decisions on
which resources to use to deliver each
service, guaranteeing the appropriate
level of service quality needed in the
most efficient way possible.
In relation to Machine-Type Communications (MTC), the main difference
between 5G and the previous generations of mobile wireless systems is that
5G is principally addressing two generic
modes of MTC: massive MTC (mMTC),
which provides connectivity for large
numbers of low-cost and low-energy
devices in the context of the Internet of
Things, and Ultra-Reliable Low-Latency
Communication (URLLC).
This is the more innovative feature
of 5G that will be used for mission
critical communications due to its very
low end-to-end latency, making it a potential enabler of a vast set of mission
critical applications, some of which we
have yet to imagine.
In relation to ongoing standardisation
of critical communications features of
4G networks, 5G networks are not going to replace but rather to incorporate
existing networks and LTE technology
thus making current work completely
future proof.
How is this space of critical communications evolving to deliver
better quality and sufficient capacity for the telecoms community?
Currently the highest quality critical

communications networks are those
that are specifically designed for the
purpose, such as TETRA. However,
in terms of capacity, narrowband networks are limited, which is why TCCA
and industry partners are working towards a common standard for critical
broadband. 3G/4G/LTE networks are
used today by operators to carry data
for critical communications users, but
not at mission-critical levels. Those
networks do not at the moment meet
the levels of quality, reliability and resilience required by critical users, so we
see the proven narrowband networks
will continue to carry critical voice
for the foreseeable future. Industry
analysts IHS Markit support this view,
stating: “... the critical communications
industry will move towards a mix of
broadband-capable network solutions
such as private LTE or the various operating models possible with commercial and private LTE. It is unlikely that
users will adopt broadband solutions to
the exclusion of existing LMR/PMR,
but adoption will be along the lines of
a complementary service that allows
users to communicate across LMR/
PMR and cellular networks, depending
on specific operational requirements.”
What more can be done to help
operators further strengthen their
critical communications infrastructure?
Today different parts of the world
use equipment of different standards
for narrowband critical communications, including TETRA, P25 and DMR.
The common denominator for all is that
they have been built as dedicated standards for critical communications and
they include variety of specific features
and security elements. However, they
all run on different infrastructures and
utilize different end user equipment.
In order to secure the interoperability of equipment between different TETRA manufacturers, TCCA has
developed the Interoperability testing
process, which is of great value for
all who intend to purchase, build and

maintain a TETRA network.
Future broadband critical communications will be based on global, mainstream standards which incorporate
specific features necessary for critical
communications. This means that there
will be many more suppliers of infrastructure, equipment and applications.
Bear in mind that producing according
to standards is not always a straightforward process, there will be a lot of
need for testing and approvals, including conformance and interoperability
tests. ETSI conducts MCX Plugtests™
already today, with TCCA support, and
we are working on developing interoperability testing processes in order to
assure compatibility and interworking
of various elements of future critical
communications broadband networks.
What is TCCA doing to increase
the envelope of countries and operators to adopt better critical
communications solutions?
In addition to the initiatives already
mentioned, the most visible activity is
our Critical Communications Series of
events. These have been running for 20
years, and the most successful event
ever was Critical Communications
World (CCW) earlier this year in Berlin,
so this is clearly a buoyant and dynamic
market. We have just held another successful Critical Communications Middle
East and North Africa (CCMENA) in
Dubai, and planning for CCW 19 in Kuala
Lumpur is well under way.
We also run a number of events targeted at specific topics – so for instance we have an annual Operators’
Meeting to bring critical communications network operators together to
discuss ideas and share knowledge.
Our Working Groups hold regular
meetings, and all TCCA members are
encouraged to participate.
All TCCA events are designed to
enable the ecosystem to interact and
learn from each other – this is a niche
but critically important market and we
all need to work together for the benefit of all.
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How Service Consistency Can Give
Telecoms an Edge over Competition

Mohammed Al-Moneer, Regional Director,
MENA at A10 Networks
For service providers, consistency
is imperative. Experience an outage?
Service can’t scale to meet demand?
Suffer a cyber attack? These events
can severely harm the reputation and
business of a telecom service provider.
As an industry, we have the tendency to get caught up in the speeds
and feeds. How fast is a service delivered? How much data can we cram in
a pipe at a single time? What are the
packets per second?
And while fast is good, consistent is
better. Think of it this way: it’s better

to have a slower connection that is
available 99.999 percent of the time
than it is to have an ultra-fast connection available just 50 percent of
the time.
Consistency wins. And in the
always-on, digital, connected world,
consistency is the norm and therefore
goes unnoticed. It’s inconsistency
that gets the headlines.
But how do you employ a set of
consistent services? Here are four
steps to service consistency:
1. Start internally: Ensure your
network and security poli-

cies are enforced consistently
across data centers and clouds
and that they can be centrally
managed from a single location.
This ensures that your services
are being delivered consistently
regardless of where they live.
2. Ensure your infrastructure
can scale: Consistent service
delivery requires around-theclock availability. That means
your services can’t slow down
during peak demand. Having
a hybrid infrastructure where
cloud bursting is an option —
sending traffic to the cloud
when the data center gets
overloaded — can ensure a
seamless service experience for
your customers without breaking the bank.
3. Focus on security: A DDoS
attack or any kind of breach
can cause massive disruption.
Ensure your network is protected from multi-vector DDoS
attacks and other threats, such
as malware that hides out in
SSL encrypted traffic. Being proactive about security
and mitigating threats as they
arise will ensure your services
are delivered consistently and
unfettered.
4. Converge services: Service
providers can harness the
power of services consolidation and automation to drive
operational efficiency. Network
architectures that build on
optimization and consolidation
are key to achieving service
continuity and a seamless user
experience.
You want your applications to be
delivered smoothly and uninterrupted.
You want consistency. Following these
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steps will help you get there.
Customer empowerment is another
major component of modern service
provider success. It’s a part of customer satisfaction that is rarely talked
about. Why? Because there’s a desire
to be needed by a customer; and
when they’re empowered to do things
themselves, there’s a perception that
service providers are no longer indispensable.
But it’s actually quite the opposite.
When you implement or enhance the
self-service capabilities you offer, you
give your customers the freedom to
tune services to meet their specific
needs.
Putting that control into the customers’ hands has powerful benefits.
Reduce Support Volume
First, giving your customers the
ability to use services how they want
means you don’t have to do it for
them. That equals fewer calls, fewer
emails and fewer chats. That means

less hours spent tuning customer services, and more time spent on other
imperative customer service activities.
Save Money
Fewer support calls cuts costs.
Instead of paying techs and support
staff to manually tune each customer’s specific service demands, you
can put resources toward improving
your offerings, speeding your time to
market and beating your competition.
You not only save money on support
staff, but the money you do spend is
no longer being dumped into a cost
center and instead is being put toward innovation and differentiation.
Enable Personalization
Modern architectures like software-defined networking (SDN)
and network functions virtualization
(NFV) empower you to offer more
personalized services to customers,
which leads to deeper subscriber
and application awareness. Automat-

ing the ability to create customized
and personalized services on a persubscriber and per-application basis
ensures customers have a consistent
experience while you can have a service offering that’s a key differentiator.
Increase Customer Satisfaction
A happy customer stays a customer. No one has ever left a service
provider because they’re happy with
the service and they are satisfied.
Empowering the customer through
self-service puts them in the driver’s
seat and gives them control. That plus
not having to wait on endless support
calls to accomplish a seemingly simple
task will keep your customers happy,
and keep you happy as well.
Those are just some of the ways
empowering your customers can
improve your business as a service
provider.
Author: Mohammed Al-Moneer,
Regional Director, MENA at
A10 Networks
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How AI based Machine Learning Can
Affect Security Fabric
By: Rabih Itani, Regional Business Development Manager - Security, Middle East and Turkey at Aruba,
a Hewlett Packard Enterprise company

A

rtificial Intelligence (AI) has
been a hot topic of discussion in many industries for
a while now, with healthcare, retail
and hospitality, to name but a few,
starting to speculate on the massive
opportunities its development could
bring to how their business is run, and
how customers interact with those
businesses. Many articles are already
predicting the demise of human workers as a result of AI making inroads
into our lives because we are on the
verge of true artificial intelligence.
But when it comes to the biggest
challenges facing business, these
technologies are yet to have their big
breakthrough.
This may all change as we progress
into this information age, and for me,
the first proof point will be IT security.
Having grown into one of our biggest
international threats of 2018 with attacks spanning the globe and affecting every country including Middle
East ones, a new defence is being
developed that will allow companies
to tackle the latest threats as soon as
they appear on the network.
This new defence is based on
machine learning, a key component of
a security framework that can move
as quickly as those who are looking to
breach the network. Machine learning
is a fundamental part of an AI system.
Machine learning enables AI to detect
patterns in all sorts of data sources
and create behaviours based on recognized patterns.
How does machine learning improve security?
IT teams today are faced with a

moving security target. From the devices used by employees to do work,
to the locations, we work in and the
people, we send data to, our activities
change day by day. It is important to
understand, keep up with and protect
against these moving goalposts.
As is clear nowadays, security is
number one on the agenda for CIOs
around the world, as they move to
protect their organisations against the
malevolent attackers who are looking
to breach the network and, typically,
steal personal data. This can be a tall
order for most IT staff that cannot
predict the subtle changes that might
take place within their network day to
day. These could include hundreds of
new devices signing up to the network, from employee-owned mobile
phones to older temperate sensors,
newly connected as part of an IoT

strategy.
The scale of the challenge is often
just too vast when asking human
IT teams to manage the data being shared by incoming and existing
devices, which can easily reach into
the thousands for a large enterprise.
This is where machine learning comes
into its own.
Using machine learning for UEBA
(user entity and behavioural analytics), IT managers can create standard profiles for each device on the
network. Sales managers get access
to Salesforce anytime anywhere,
finance teams get access to Financial
Information Systems using specific
devices at specific locations, and so
on. The profile of each user becomes
quickly personalised, and as soon
as a user or entity behaves in a way
that strays outside of their profile,
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the machine sees it, and raises the
risk score of that user or entity and
may accordingly send an alert, which
in many cases will require the user/
entity to re-authenticate. In the case
of a malevolent attack, the intruder
will be isolated from the rest of the
network, to limit any potential damage
that might have occurred.
Machines are capable of analysing
millions of individual packets of data
plus thousands of system logs and
possibly business context data (such
as HR records), making a truly individual approach to security possible,
which is more than can be said for
the ability of a human IT team. With
the machine doing the brunt of the
monitoring work within the network,
the human agent need not intervene
until an entity risk score gets above
threshold. This automatic monitoring offers IT staff exceptional time
savings, which means they can get on
with tackling other IT issues throughout the organisation.

Security’s positive impact on the
workforce
With AI based machine learning
introduced in the workplace, security
teams stand to benefit greatly. The
technology isn’t here to replace the
human element in security operations; it will augment the human’s
intelligence, allowing staff to make
better decisions based on the quality of the actions being proposed and
the forensics data being furnished.
Permissions, for instance, won’t be
automated by artificial intelligence;
it will flag the request to a human
agent, who can use the information
gathered, and knowledge of the actor,
to make an informed decision.
These developments could ultimately change the range of jobs on offer
within IT security. Security staff will
move from being the operational proponent within the network, to making
the decisions that could determine
the security of the network. On the
other hand, the Security Manager

might become the Policy Manager,
determining the various policies and
credentials necessary to access business networks.
Whilst the approaches of human
workers might change during the
course of the roll-out of this technology throughout enterprises, their
work will be no less important. They
will still need to build security into the
core of the network, regardless of the
technology already in place.
As the world moves into a state of
‘data as commodity’, the network is
still the most important infrastructure
to maintain and keep safe as it is the
first line of defence. It’s time to start
thinking about these developments as
they become more prevalent because
human IT staff need all the help they
can get when combatting increasingly
intelligent threats.
By: Rabih Itani, Regional Business
Development Manager - Security,
Middle East and Turkey at Aruba, a
Hewlett Packard Enterprise company
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Skolkovo

SKOLKOVO INNOVATION
CENTER
2

1

3

VISION

MISSION

EXPECTED RESULTS

Russia is a tech power;
a leader in the field
of scientific research
and education.

The creation of an ecosystem that
encourages the development of
entrepreneurship and research in:
Energy efficiency and energy conservation;
Nuclear technology;
Space technology;
Medical technology;
Strategic computer technology and software

An independently evolving
innovations ecosystem focused
on the creation of jobs
at new companies and provision
of a talented pool of people.

RESULTS OF THE SKOLKOVO ECOSYSTEM’S DEVELOPMENT
STARTUPS

INVESTORS

INDUSTRIAL
PARTNERS

SKOLTECH

Revenue:

Deals:

Partners:

Professors and teachers:

Investment in them:

Investment:

Jobs:

Students:

178.5 billion rubles

>150

29.0 billion rubles

>9 billion rubles

Jobs created:

Share of the Russian
venture market:

30.2 k.

>40%

Patents granted:

91

104

>6,300

>600

R&D centres:

Centres for research, education
and innovation:

31

10

>1,200

SKOLKOVO RESIDENT STARTUPS
Overall number of resident startups:

>1,800

40% of residents made revenue in 2016-2017.
Every 22nd resident made >100 million rubles
> 100 startups have made sales on international markets.
Every 5th resident has submitted an application to register
More than

Biomed

IT

Promtech

440

544

408

Energy

417

intellectual property.

LEADING TECHNOLOGICAL EVENTS IN RUSSIA

# StartupVillage2019 29-30 May 2019
# Openinnovationsforum 15-17 October 2018 / October 2019
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